Software Asset Management (SAM) Statement
of Work (SOW) — FINANCIAL SERVICES
CYBERSECURITY REVIEW

(For use with the Microsoft SAM Services Program)

1. Description

The SAM Financial Services Cybersecurity Assessment provides the customer with a foundational analysis
of their cybersecurity infrastructure taking into consideration current software deployment, usage, and
licensing data. The analysis will be the basis for the evaluation of the customer’s basic cybersecurity state,
providing insights into what software is deployed and areas of potential risk. The analysis will also provide
guidance on cybersecurity programs and policies to help enable strong software asset management and
improved cybersecurity.

The SAM partner collects the data and performs a full discovery and inventory outlining all Microsoft
product deployments and usage. The partner will use third-party tools, interviews with key customer
stakeholders, as well as other sources to capture all relevant data.

Use of Intelligent Asset Manager (IAM) - is required in this SAM Financial Services Cybersecurity
Assessment to receive Channel Incentives. All work completed under this Statement of Work (SOW) will
be provided in accordance with the IAM Terms of Use (“TOUs”), available at
http://aka.ms/IAMDATAUSAGE.

In this SAM assessment, the ELP is optional, and can be performed at the customer’s request; for more
information please consult the ELP framework document. The choice of including the ELP in this
assessment belongs to the SAM assessment manager in discussions with the customer and the partner.

2. Inputs
The partner will collect the following inputs from the customer’s premises:

1. The customer’s IT vision and/or roadmap, including current cybersecurity concerns and plans.

2. A complete background of the customer’s existing IT infrastructure and environment, including
on-premises, Cloud and outsourced installations for all locations and/or divisions, an
understanding of remote employee and external contractor protocols for accessing the network,
and corporate network connectivity to external networks.

3. Current IT infrastructure and organization diagrams including locations, IT group names, SAM
tool(s) or supporting processes in use, and stakeholder names.

4. The customer’s IT policy manual related to managing cybersecurity, if one exists.

5. Deployment inventory data coverage of no less than 90% from at least one (1) automated
discovery tool for each customer location where Microsoft products are installed (see Data
collection requirements).




3. Data collection

This section lists steps partners must take to build the foundation for the required analysis and customer
deliverables. Partners will ensure that all data collected will be stored securely and in accordance with the
requirements set out in the IAM TOUs. The main category of data collection is data related to the
Cybersecurity assessment, optimization, and recommendations. Partners must ensure that the data
collected is complete and accurate.

Discovery and inventory of hardware and software assets: data collection requirements

Data coverage must reach at least 90% of all devices pertaining to this assessment. Data coverage is
defined as the percentage of total devices for which all required installation data has been obtained.
Where devices are not joined to the directory or network, manual collection of data is acceptable while
maintaining the 90% data coverage requirement. Some specific guidance includes, but is not limited to:

1.

Complete extraction of user accounts from the customer’s Active Directory (AD) domain(s) and
Lightweight Directory Access Protocol (LDAP) and/or workgroups.
Data extract must be cross-referenced against a minimum of one (1) additional data source,
including but not limited to:

i.  Records from existing network performance/security monitoring and management tools

ii.  Network management frameworks

iii.  Virtual machine performance monitoring

iv.  Customer Human Resources (HR) records

v. Security sources (anti-virus)
All trust accounts must be extracted to ensure no domains are missed.
Extraction of user accounts by group (if applicable, e.g., for Citrix). Output includes a listing of
user objects and the AD Groups they belong to.
Identification of active users in the past 90 days based upon the technique(s) employed by the
customer (based on output from Step 1).
Complete extraction of data from the customer’s current management and inventory tools and
the calculation of current coverage levels of existing tool(s).
Inventory of any missing device, including but not limited to devices that:

i. Do notreport inventory

ii.  Are non-networked

iii.  Are unmanaged devices

Cybersecurity Assessment: data collection requirements

Through data discovery, make sure to identify:

i. Versions and editions of all Microsoft products discovered

ii. Windows Update availability on all machines (if using SCCM or other tool that captures this
information as part of discovery process)

iii. Presence of System Center Endpoint Protection or other anti-virus software on machines (if
using SCCM or other tool that captures this information as part of discovery process)

iv. Firewall software on machines (if using SCCM or other tool that captures this information as
part of discovery process)

v. SQL Server Service Pack Deviation information



vi. Windows Server Service Pack Deviation information
vii. User password setting information from AD
viii. Operation system activations

ix. Browser version

X. Enterprise Mobility and Security (EMS)

4. Analysis

The SAM Financial Services Cybersecurity Assessment data must be analyzed, reviewed, and agreed upon
with the customer as an accurate point-in-time reflection of the customer’s current deployment position.
This data, along with the additional customer inputs, will also provide a basis for the development of a
solid Cybersecurity Assessment unique to the customer. Based on the inputs and data collection, the
partner will complete the following required analysis:

1. Aggregation and review of data from stakeholder interviews, noting any information that was
either unavailable or challenging for the customer to gather.

2. Assess the customer cybersecurity maturity, specifically related to asset management policies
and procedures.

3. Review customer’s current IT environment mapped to an optimized environment based on
customer’s cybersecurity goals, including assessment of outdated product versions and editions,
patch management policies and practices and more.

5. Deliverables

The following deliverable is due to the customer at the beginning of the assessment:

Letter of Engagement. This letter must include at a minimum:

Vi.
Vii.

viii.

A Statement of Work (SOW) for the assessment being performed, including a list of all
customer deliverables

Scope of the assessment, including any scope limitations

Dates and timelines

Partner project team members and their relevant Microsoft Certified Professional (MCP)
credentials

List of key contacts that must include names, titles, phone number, and email addresses.
Planned disclosure of assessment deliverables to Microsoft

Statement explaining that data collected by partners from customer’s information
system environment is transferred to Microsoft, and how Microsoft will use that data
collected to generate reports necessary for partners to effectuate the SAM services.
Consent from the customer to transfer data to Microsoft, any of its affiliates, and to the
subprocessors Microsoft may employ to generate the reports necessary for the SAM
services, including consent to transfer Personal Information to the United States and
other countries where Microsoft’s subprocessors are located. “Personal Information”
means any information provided by Microsoft or collected by partner in connection with
this agreement (a) that identifies or can be used to identify, contact, or locate the
person to whom such information pertains, or (b) from which identification or contact



iX.

information of an individual person can be derived. Personal Information includes, but is
not limited to: name, address, phone number, fax number, and email address.
Additionally, to the extent any other information (such as, but not necessarily limited to,
a personal profile, unique identifier, and/or IP address) is associated or combined with
Personal Information, then such information also will be considered Personal
Information.

Reference the IAM TOU Data Usage Guide, where appropriate.

The Letter of Engagement must be in writing and signed by authorized representatives of the partner and

customer.

The following del

1. Financial

iverables are due to the customer at the end of the assessment:

Services Cybersecurity Assessment Report. This report must contain at a minimum:

i. An

Executive Summary. A high-level summary of project background and scope,

engagement result, recommendations and next steps.

ii. An assessment of the customer’s overall cybersecurity state, in relation to their current IT
infrastructure.
a. SQL Server Service Pack deviations
b. Windows Server Service Pack deviations
c. Mainstream/Extended support analysis — Operating system and Microsoft software
d. Anti-virus software /Anti- malware running in environment
e. User account status
f.  Password controls and last login dates
g. Stale domains and data sources

iii. A cybersecurity roadmap based on a maturity model using the
Center for Internet Security’s (CIS) Controls™ (CIS controls v. 7.1) @ CIS Controls”

to create your overall maturity model deliverable.

iv. Anassessment of customer’s cybersecurity-related SAM policies and procedures strengths,
weaknesses and areas of opportunity, including recommendations for improvement.

v. Advice on how to engage with a local cybersecurity professional, if needed, and a list of
additional resources on cybersecurity.

2. Additiona

| Uses of Data. In this section of the report, the partner provides specific cybersecurity

related findings.
3. Established Deployment Position (EDP). A document with details related to all hardware and

software currently deployed within the customer’s IT infrastructure.



The following deliverables are due to Microsoft as necessary Proof of Execution (POE) in order for the
partner to collect Channel Incentives payment.

The SAM partner must notify the Microsoft SAM Assessment Manager when the POE is uploaded into the
required system as designated by Microsoft (currently, CHIP). POE includes the following deliverables due
to Microsoft upon the completion of the SAM Assessment and must be provided as necessary POE in
order for the partner to collect Channel Incentives payment:

1.

Letter of Engagement. This must be the same Letter of Engagement provided to the customer

and signed by the customer and the partner at the beginning of the engagement.
Established Deployment Position (EDP). The EDP, an IAM generated Excel report, provides details

related to the customers’ Microsoft software deployments and usage data. The software
deployments are identified using discovery tools and manual inputs as outlined in the Data
collection section. The partner must first input all relevant data into the customer Inventory Data
Contract (CIDC) template, which will be uploaded into IAM. The EDP will then be created by the
partner using IAM which is to be given to the customer and Microsoft. EDPs produced outside of
IAM will not be accepted as proof of execution. The EDP data must meet or exceed the minimum
guality standards published in the current SAM Minimum EDP Quality Standards.

Cybersecurity Assessment Report. This must be the same Cybersecurity Assessment Report
provided to the customer, as outlined above.

Letter of Confirmation (only applicable for China)

The Letter of Confirmation should be drafted after completion of the SAM engagement and
requires customer’s chop (stamp) or email from customer corporate domain confirming provision
of SAM engagement.

The Letter of Confirmation must include the following statement:

“This is to confirm Microsoft SAM partner <insert partner Name> has implemented SAM service
<insert SAM Engagement Type> to customer <insert customer name>.”

SAM resources

e SAM partner eligibility, program overview, and partner incentive guides




